R&S®NESTOR
CELLULAR NETWORK
ANALYSIS SOFTWARE

Accurate multitechnology RF measurements
for deep network insights
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AT A GLANCE

R&S®NESTOR is a Windows based software for analyzing cellular networks over the air interface. It is widely
deployed by law enforcement agencies, intelligence services, armed forces and regulatory authorities.
R&S®NESTOR is used with Rohde & Schwarz mobile network scanners and QualiPoc smartphones, which
offer the most advanced technology worldwide. The software supports all of the applications that public
authorities and security organizations need to gather information about cellular networks. R&S®NESTOR is
used in vehicles, trains, aircraft, drones, on ships and on foot.

R&S®NESTOR combines a cutting-edge touchscreen soft- R&S®NESTOR supports the following applications:

ware architecture with top-of-the-line mobile radio acqui- » Automatic detection of all GSM, UMTS, LTE (TDD and

sition equipment from Rohde &Schwarz. In addition to FDD), 5G NR, TETRA, CDMA2000 and EV-DO networks,

direct acquisition, visualization and real-time analysis of all bands and channels

measurement data (online), the software enables users to » Autonomous acquisition of cell information, signal

carry out in-depth postprocessing and long-term analysis power and signal quality

(offline). » Mobile radio coverage measurements and
determination of cell boundaries

The R&S®TSMEG and R&S®TSMAGB mobile network » Creation and management of cell lists including

scanners perform parallel measurements of GSM, UMTS, geographic positions

LTE (TDD and FDD), 5G NR (mmWave and sub 6 GHz), » Retrieval of coverage data for forensic investigations

TETRA, CDMA2000 and EV-DO signals in all frequency » Detection and analysis of misconfigured cells (mobile

bands, while the R&S®TSMx mobile network scanner and stationary applications)

carries out parallel measurements of GSM, UMTS, LTE » Spectrum analysis in downlink bands

(TDD and FDD), TETRA, CDMA2000 and EV-DO signals in

all frequency bands. R&S®NESTOR architecture supports direct (live),

autonomous (offline) and networked operations as
well as client/server operation over IP based links.







EASY OPERATION FOR
COMPLEX TASKS

User-friendly interface for easy customization Automatic hardware configuration
R&S®NESTOR is simple and consistent to operate, allow- The scanners, QualiPoc smartphones and navigation
ing even inexperienced users to achieve fast, conclusive hardware connected to the PC or tablet are automati-
results. cally detected and configured by R&S®NESTOR as soon
as the software is started, and a standard measurement
Since R&S®NESTOR has just a few, uniformly designed is performed immediately. Status displays continuously
control elements, both experienced and inexperienced inform the user about the status of all connected devices.
users can quickly learn how to use the software. Predefined workspaces can be loaded or started auto-
Only minimal training is needed to efficiently acquire matically. No other system inputs are required for
information. preconfigured measurements.
Touchscreen and/or mouse and keyboard operation Straightforward display of all measurements
R&S®NESTOR is optimized for Windows 10 touchscreen Each workspace contains one or more use cases, each
operation — a plus for mobile users, who often work on one of which fulfills a specific task (e.g. GSM cell posi-
foot with a tablet or smartphone. tion estimation). Each use case has a standard display
with several views for the measurement task. The user
The software can also be operated with a mouse and key- can change the standard display, but this is usually not
board — when installed in vehicles, for example —and for necessary.

offline analysis of larger amounts of data.

Display of measurement results
NESTOR
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Simultaneous use of any number of use cases

A significant feature of the R&S®NESTOR is its ability to
compile all available use cases as often as desired and in
any combination.

Use cases with overlapping scanner measurements intel-
ligently ensure that the scanner carries out such measure-
ments only once. As a result, combining an LTE scanner
measurement, a coverage analysis and a scanner cell posi-
tion estimation generally requires just one set of measure-
ment data instead of three.

All available parameters are synchronized across all use
cases (coupled focus on time axis and geographic posi-
tion) to display measurement and analysis results in the
correct combination during measurement and replays.

Settings modifiable during measurements

Flexibility is a key characteristic of R&S®NESTOR. Al
devices, settings and views can be changed online during
measurement, recording or analysis without interrupting
the measurement.

Changes are also documented in the measurement results
and can be seen during replays and analysis.

Convenient filter options for displaying and processing
measurement data

The comprehensive filter concept is an important feature
of R&S®NESTOR. The software uses a mobile network
scanner to acquire extensive measurement data that it can
filter and display as needed. Filters are used for the follow-
ing applications:

» Individual views

» Use cases

» Data exports

» Reports

R&S®NESTOR includes standard filters for the most com-
mon measurement data, technologies, network opera-
tors, geographic locations and (groups of) cellular network
cells. All associated views are immediately updated when
filters are activated or deactivated.

Multilingual

R&S®NESTOR is available in English, German, Spanish,
Russian, French, Chinese, Turkish, Italian, Dutch,
Romanian, Swedish, Portuguese (Brazilian) and Arabic.

New versions every three months

A new version of R&S®NESTOR will be available for down-
load via an FTP server in the middle of every quarter. Users
registered on the Rohde & Schwarz customer support web-
site are automatically notified of the new version.

QualiPoc smartphone
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EVERYTHING THAT CELLULAR NET-
WORK ANALYSIS SOFTWARE NEEDS

Supports R&S®TSMEG6, R&S®TSMAG6B and R&S®TSMx mobile
OpenStreetMap (0SM)

network scanners
OpenStreetMap (OSM) is a trademark of the OpenStreetMap

R&S®NESTOR supports the second, third and fourth
Foundation, and is used with their permission. This product is not generation Rohde & Schwarz mobile network scanners.
endorsed by or affiliated with the OpenStreetMap Foundation.

Data extracted from OpenStreetMap is licensed on terms of the Parallel measurements in all GSM, UMTS, LTE (TDD and FDD),
Open Database License, “ODbL” 1.0. © OpenStreetMap

5G NR, TETRA, CDMA2000 and EV-DO bands

R&S®NESTOR uses one or more mobile network scanners
to carry out parallel and synchronous measurements,
ensuring that every GSM, UMTS, LTE (TDD and FDD),

5G NR, TETRA, CDMA2000 and EV-DO cell is measured
within the same fixed time interval. It also measures
IEEE802.11a/b/g/n/ac in parallel with dedicated hardware.

R&S®MapsStudio

R&S®MapsStudio is a map services platform for providing

and managing map data. Rohde & Schwarz map data includes
OpenStreetMap (OSM)", and shading and contour data sets
licensed by Rohde & Schwarz. High-resolution maps are available
in dark mode and in light mode for the selected geographical area.
External data formats can be used to display map overlays.
R&S®MapsStudio supports formats such as KML and ShapeFile.

I OpenStreetMap data can be used freely under the terms of the
Creative Commons Attribution-ShareAlike 2.0 license.
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Map compatibility

R&S®NESTOR supports maps and terrain data (shading
and contours sets) from the R&S®MapsStudio platform.
The tool can also be used to generate custom map areas
and import KML and ShapeFile formats. Additionally,
R&S®NESTOR can use the free OpenStreetMap system,
offering access to maps via the internet, which can either
be used online or saved on the control computer for offline
work.

Support of cell databases

Cellular network cells are central components for
R&S®NESTOR. This means that creating and processing
cell lists associated with measurements and analyses are
very important.

Cell databases are either imported as existing lists in a
configurable text format (e.g. CSV) or created by the sys-
tem via measurements and position estimations. Individual
cells and lists can either be processed directly through

the GUI or exported, processed with a spreadsheet pro-
gram and reimported into R&S®NESTOR, depending on
the requirements. Technologies and network operators are
clearly separated on the maps. Use case views involving
cellular network cells include information on those cells.
Filter functions relating to cellular network cells indicate
measurement data and analyses for the selected cells only.

R&S®NESTOR installed on an R&S®TSMAGB mabile network scanner
remotely controlled via a tablet

Status displays for all connected devices, use cases and
workspaces

Status displays provide information on the status of all
connected devices. Status information for all use cases,
use case groups and workspaces is displayed in separate
windows. All connected devices can be activated and
deactivated, even during measurements.

A higher-level reporting system saves all system messages
and displays them in a mailbox.

Preconfigured templates for use cases and workspaces
Straightforward operation is one of the key features of
R&S®NESTOR. This is why even the basic version includes
a large number of templates for complete workspaces,
displaying use cases and configuring measurements. All
templates can be edited and saved.

Live analysis and data export during measurements

All settings, views, analyses and data exports can be
modified online during measurement data acquisition. All
of the information from ongoing measurements is used as
a basis for further operations.

Analysis and export of all measurements during data
postprocessing

All measurements can be analyzed and exported during
postprocessing.

License-free replay versions

R&S®NESTOR can be installed without a license as often
as desired, making it possible to replay each measurement
exactly as recorded.

Rohde & Schwarz R&S®NESTOR Cellular Network Analysis Software 7



AUTOMATIC CHANNEL DETECTION

Automatic detection of all occupied GSM, UMTS,

LTE (TDD and FDD), 5G NR, TETRA, CDMAZ2000 and EV-DO
RF channels

R&S®NESTOR detects deployed technologies and occu-
pied bands and channels in unknown terrain. It identifies
which technologies can be measured via the air interface
and finds the associated channels and bands in all fre-
quency ranges covered by the scanner in use.

This process couples sophisticated spectrum analysis with
background technology information and a brute force
approach to enable the fastest possible acquisition of the
cells that are visible on the air interface.

Automatic channel detection (ACD) for GSM, UMTS, LTE and 5G NR

If there is no or not enough information about the cellular
network environment, the software searches the entire fre-
quency range covered by the connected scanner.

R&S®NESTOR measures known bands and technologies
very quickly and returns the channel numbers for all occu-
pied channels. The software provides a graphic display

of occupied frequency bands along with a list of channel
numbers where signals were measured.
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Automatic forwarding of detected channels to all use cases for
seamless measurement of all cellular network signals
During automatic channel detection, the bands found to
carry cellular network signals are forwarded to all other
use cases for further analysis. The system seamlessly pro-
ceeds from initial channel detection to a long-term cellular
network analysis of the detected channels.

During regular scanner measurements (acquisition of cell
parameters, signal power and signal quality), cell position
estimation and cellular network coverage analysis are car-

ried out.

Preselection of cellular radio bands for automatic channel detection (ACD)

Technology preselection
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Creation of use case templates for easy configuration of
future measurements
A template for scanner settings (use cases) is automati-
cally created with the channel detection results for each
technology and band. The templates can be used directly
for future measurements without automatic channel

detection.
PCS 1500
vl VI (IMT-E)
XX XXI
4 (AWS)

10 (Extended AWS)

18 (300 MHz)

24 (L Band)

30 (2.3 GHz WCS)

36 (TDD 1500}

42 (TDD 3.4 GHz)

48 (USA 3.5 GHz CBRS TDD)

65 (2.1 GHz Extended IMT FDD)
71 (USA 500 MHz)

87 (EMEA 410 MHz)

nS (850 MHz)
n23 (700 MHz APAC)
ns0 x TDD)

n74 (L-Band)

+ VIl (GSM)

XX

5 (850 MHz)

11 Japan 1.5 GHz)

13 (Digital Dividend)

25 (US PCS + G Block)

31 (450 MHz)

37 (TDD PCS)

43 (TDD 3.6 GHz)

49 (USA 3.5 GHz LAA TDD)
66 (AWS-3)

72 (EU PMR/PAMR 450 MHz)

88 (EMEA 410 MHz +)

n7 (2.6 GHz)
n34 (TDD 2000}
n51 (x TDD)

n75 (1500 SDL DL CA only)

A

A

4

KXV

6 (UMTS only)

12 (Lower 700 MHz, A+B+C)
20 (800 MHz EDD)

26 (800 MHz iDEN)

32 (1.5 GHz L-Band DL CA only)
38 (TDD IMT Extension)

44 (700 MHz APAC)

50 (TDD 1500+)

67 (EU 700 MHz DL CA only)

74 (L-Band)

n3 (900 MHz)
n38 (TDD IMT Extension)
n65 (2.1 GHz Extended IMT FDD)

n76 (NAR x DL CA only}
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CELLULAR NETWORK SCANNING

Simultaneous cellular network analysis in all GSM, UMTS,

LTE (TDD and FDD), 5G NR, TETRA, CDMA2000 and

EV-DO bands

GSM, UMTS, LTE (TDD and FDD), 5G NR, TETRA,
CDMAZ2000 and EV-DO scanner measurements can be
configured for entire bands or individual channels. Each
use case can be configured individually and in detail. Other
use cases in the workspace access measured data in real
time for further processing.

Top N chart and list display for all measured cells

A Top N chart is generated for specific use cases. It dis-
plays all relevant parameters for each cell in both graphic
and tabular form and can be weighted according to signal
power, signal quality or UE emulation (signal power as per-
ceived by the smartphone).

Demodulation of system information

All system information (protocol data units, PDU) from
acquired non-encrypted cells is demodulated, displayed in
a separate window and can be exported.

Automatic measurement rate settings for synchronous
measurements of all technologies

R&S®NESTOR automatically sets all measurement rates so
that all GSM, UMTS, LTE (TDD and FDD), 5G NR, TETRA,
CDMA2000 and EV-DO cellular network cells are mea-
sured at identical time and space intervals.

Map display of route and dedicated maps for specific
measurements

The route traveled is displayed on a higher-level map.
Individual maps are generated for specific use cases and
use case groups, with each map displaying relevant use
case content. The cellular network coverage analysis map
shows information such as the aggregated power values
of measured cells, while the cell position estimation map
displays detected cells along with positions and error
ellipses.

Intuitive, high-performance display and processing filters

A set of data and display filters is available for every
R&S®NESTOR use case. If one or more filters are active,
the system behaves as if exclusively the filtered data was
collected or as if only the filtered cells were present; as
can be seen when measurement results for analysis and
export are displayed. The most important filters are for
network operators, location areas, towers, cells and geo-
graphic areas (defined by polygon geofencing).
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CELLULAR NETWORK COVERAGE
ANALYSIS

Generation of geographically aggregated (binned) GSM, Best server plot for selected areas
UMTS, LTE (TDD and FDD), 5G NR, TETRA, CDMA2000, Aggregated cellular network coverage data is represented
EV-DO and IEEE 802.11a/b/g/n/ac coverage data in a variety of ways. The best server plot illustrates one of
Cellular network coverage analysis aggregates signal the most important analyses, showing the cell best suited
power, signal quality and UE emulation (signal power as for a cellular radio link on a map.

perceived by the smartphone) into geographic bins based
on UTM MGRS squares. The measured values are highly
volatile, so they are aggregated into bins and a single
value for each bin is displayed on the map. Users can
select a bin size between T m x 1 m in built-up/indoor
areas and 1000 m x 1000 m in rural areas.

Top N chart, list and map display for all aggregated data Cell measurement and evaluation (CME)
Aggregated measurement data for signal power, signal I — = T e e e
quality and UE emulation is displayed in a variety of for- :

mats, including the Top N chart, list and map display. This | ﬁﬁ

measurement data can be exported and processed exter- M e
nally with planning software. : | s
Live summary of cellular network coverage analysis V Lo R S Fﬁg

During network coverage analysis, geographic bins are L3 o

generated, displayed and updated live with each new
data set. The R&S®NESTOR filter options are essential to
efficient network coverage analysis. In conjunction with
scanner measurements, they quickly provide information

fosssz 1 flossoz/

e
for the statistical and geographical analyses of network : 7 &..W
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Coverage analysis (COV)
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CELL POSITION ESTIMATION

Geographic position determination for all GSM, UMTS, LTE
(TDD and FDD), 5G NR, TETRA, CDMIA2000 and EV-DO cells
Cell position estimation is used to determine the geo-
graphic positions and sector azimuths of all measured
cells during scanner measurements. Measurement data
acquisition must take place while the system is in motion.
Positions and sector azimuths are estimated in quick suc-
cession using advanced signal separation algorithms. This
approach delivers excellent results even in difficult envi-
ronments with weak signals, multipath propagation and
fading.

Cell position estimation (CPE)
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A special algorithm recognizes whether measured sectors

can be assigned to a single tower. This information is used
to correlate signal processing for these sectors and obtain

more accurate results. All cells are measured almost simul-
taneously in all bands and for all technologies.

Live map display of all position-estimated cells

Maps and lists are used to display all position-estimated
cells and sectors. Fast signal processing enables high
update rates so that the estimated cell positions are dis-
played online in the maps with continuously increasing
accuracy. The position estimation error ellipses and sector
confidence representations are also displayed and allow
users to assess the position estimation and sector azimuth
accuracy for each cell.



